Accouunanysa PervonasbHoe oTpacjieBoe 06'beJUHeHUe paboToaTesner «CaxaJuHCKOe
CamoperynupyeMmoe 06 beguHeHrne CTpouTesnen»
MaTepuaabl ronoBoro Oomero codopanusi Acconuanuu «Caxamuuerpoin» _ . .2021

OTtuer
0 pabore otaena UngopmManmoHHBIX TEXHOJIOTHIA

Accomuanun «Caxaaunctpoii» 3a 2020 roa

JIaHHBIN OTYET CONEP>KUT ONMHMCAaHWE OCHOBHBIX (PYHKUHMH OTAena M paboThl, HAMpaBICHHOW Ha
BBHITIOJTHEHUE 33/1a4 coTpyAHuKamu otaena B 2020 roxy.

CtpykTypa oTaena

Otnen Undopmanmonnbix texuojoruit (OUT) Accoumaruu B 2020 romy COCTOSI W3 JIBYX
COTPYJHUKOB — PYKOBOAMTENS U crernuanucta. Takum obpazoMm, B 2020 roay nestensHocts OUT
OCYIIECTBIISUIACH JIBYMS CIICIIHATIMCTAMH.

OcHoOBHBIE 3aJa4d Ha4YaJIbHHUKaA OTJcjIa:

e llccnenoBanue TEXHOIOTUHM 00paOOTKU MH(OPMAITUHU C TIETBIO BBISBICHUS] BO3MOKHBIX
KaHaJIOB YTEUKH U JPYTUX Yrpo3 6e30macHOCTH UHpopManuu, (GOpMUPOBAHUE MOJIETH YIPO3,
pa3paboTKa NOJUTUKN O€30MMacHOCTH HH(OPMALIUHY, OTIpEIeTICHUE MEPOTIPUSATHUH,
HAIpPaBJICHHBIX Ha €€ PeaJnu3aluio

¢ PazpaboTka MpOEKTOB HOPMATHUBHBIX U PacIOpAIUTEIbHBIX JOKYMEHTOB, JIEHCTBYIOIINX B
IpaHUIIAX aCCOLMAIUNH, B COOTBETCTBUH ¢ KOTOPBIMH JJOJDKHA 00€CIIeYNBATHCS 3aIUTa
uHpOpMaLuu

¢ Brisiienue u o0e3BpeKUBaHUE YTPO3

e Peructpanus, coop, xpaHeHue, 00paboTKa JaHHBIX O BCEX COOBITHUSAX B CUCTEME, KOTOPbIE
MMEIOT OTHOIIEHHE K 0€30MacHOCTH HH(OpMaluu

L4 (DOpMI/IpOBaHI/Ie Yy niepCcoHajlia u IMOJIb30BaTelIell acCoMalui HOHUMAaHU HCO6XO,I[I/IMOCTI/I
BBITIOJTHCHU A Tpe60BaHPII>i HOPMATUBHO-IIPABOBBIX dKTOB, HOPMATUBHLIX U
pacnopsAauTCIbHBIX JOKYMCHTOB, KaCarOIIUXCA C(pepLI 3alllUThI I/IH(I)OpMaI_II/II/I.

L4 (DOpMI/IpOBaHI/Ie " pa3BUTHUEC CAUHOT'O I/IH(pOpMaLII/IOHHOFO MpOCTPAaHCTBA HA OCHOBC
TCJ'ICI(OMMYHI/IKaI_II/Iﬁ n I/IH(I)OpMaI_II/IOHHLIX TEXHOJIOTHI JJIs COTPYAHUKOB aAIMUHUCTpAIUN
acconuanuu

e Opranm3zanus M IUIAHHUPOBaHUE palbOTHI OTHeNa B XOJ€ MPOEKTUPOBAHMS, pPa3pabOTKH,
BHE/IPEHUS ITPOTPaMMHO-AINAPATHBIX KOMIUIEKCOB HH()OPMAIIMOHHBIX CUCTEM

e O0ecnieucHue COBPCMCHHBIMU CPCACTBAMU BBIYHMCIIMTEIbHOM TCXHUKHU, OCYIICCTBJICHUC



TKa MPeJI0KEHUI MOCTaBIIUKOB, KOHTPOJIb KaueCcTBa, 00bEMOB U CPOKOB BBIMOJIHEHHS pabOT

e Pazpabotka u oOecrnieueHne JEHCTBHUS CTaHAAPTOB pabOThl KOMIAHWKW B 00JaCTH
WH(POPMAIIMOHHBIX TEXHOJIOTUH U CBS3H

e BejeHue CTaTUCTHKM M BbIJAENIEHHE Haubojee NpoOJIeMHBIX 00JIacTed Ha OCHOBAaHUM
IocTynaromux kainod. McciaenoBaHue BO3MOMKHBIX PEUIEHMM BILIOTH /10 peanu3aluu
HOBBIX IIPOEKTOB

e OcymiecTBIEHHE HAA30pa 32 COONIOJIEHHMEM BHYTPEHHHMX CTaHIApTOB (IIPOLEAYp,
periiameHnToB) B obsnactu UT

e KoHTpOJIb pab0TOCTIOCOOHOCTH KPUTHUYECKIX MH(POPMALIMOHHBIX CEPBIUCOB KOMITAHUHT

L4 KOHTpOJ'IB 3aKYyIIOK TEXHHYCCKHUX CPCACTB H IIPOrpaMMHOI0 O6CCHC‘ICHI/IH, npopa60TI<a
HpeI[J'IO)KeHI/Iﬁ IMOCTaBIIMKOB, KOHTPOJIb KA4Y€CTBA, 00BEMOB U CPOKOB BbIIIOJIHCHUS pa60T

e O6ecneueHne HHGOPMAITMOHHON 0€30IaCHOCTH B KOMITAHMH B COOTBETCTBUU DeepaibHOTO
3akoHa Ne @3 Nel52

e Opranu3zanus U KOOpAUHAILMS padOT, CBI3aHHBIX C 3AIIUTON MH(POPMAIIMH aCCOIIUALIUN

e Opranuzauus M IUIaHUpOBaHHE pPaOOTHI OTAENa B XOJ€ IMPOEKTUPOBaHUS, pa3pabOTKH,
BHEIPEHHS TPOrPAMMHO-AIAPATHBIX KOMIUIEKCOB HH()OPMAIIMOHHBIX CUCTEM

¢ CoBepIlIEHCTBOBaHHE CYIIECTBYIOUINX CUCTEM, KOOPIUHAIIMH (KOHTPOJIs) paboT 1Mo
pa3paboTke U BHEAPEHUIO NHGOPMAIMOHHBIX TEXHOJIOTHI B aCCOIHAIINU

e Co31aHMe KOMIUIEKCHBIX CPEICTB, OPUEHTUPOBAHHBIX HA UCIIOJIb30BAHUE AUCTAHIIMOHHBIX
TEXHOJIOTHI aIMUHUCTPUPOBAHUS, BUICOKOH(DEPEHITUN U .

e KoHCynbTHpOBaHNE COTPYIHUKOB IO BOMpPOCaM padOThl ¢ MHPOPMAIMOHHOW CHUCTEMOM
camoperynupyemon opranuzanuu (naiee mo Tekcty MCCO) u cuctemMoil 371eKTPOHHOTO
noKymMeHTooOopoTa (nainee COJI)

OcHoBHBIC 3aga4du CIICHHaJIuCTa OTAcA:

e UudopmannoHHas U TEXHUYECKAs MOACPKKA COTPYIHHKOB aCCOIMAIINN TIPU paboTe co
CTIEIMATM3UPOBAHHBIMU HH()OPMAITMOHHBIMU CHCTEMAaMH U TIOMOIIb B YCTPAaHEHUH
TEXHUYECKUX U MPOTrpaMMHBIX c00eB (0IINO0K)

e VYBenuveHHeE J0JIM COBPEMEHHBIX 3JIEKTPOHHBIX CPEJCTB U MPOTPAMM B aCCOLMALINH,
o0ecneunBarIIKUX NPUPOCT MPOU3BOAUTEILHOCTH BBIMOIHIEMON TUIIOBOM pabOThI U
3¢ HEKTUBHOTO (pallMOHAILHOT0) PAaCX0I0BaHUS pab0Yero BpeMEHHU U CPEJCTB OloKeTa
accouuanuu

e CoBepIIIEHCTBOBAHUE CYIIIECTBYIOIINX CUCTEM, KOOPAHMHAINU (KOHTPOJIS) paboT 1o
pa3paboTke U BHEAPEHUIO NHPOPMAITMOHHBIX TEXHOJIOTHH B aCCOIHAIINH

e HMHdopmanroHHOE HAMTOTHEHUE HHTEPHET-CaliTa acCOIUAIUU. A IMUHUCTPUPOBAHUE WHBIX
WNuTepHeT-nopTanos, 6JI0roB, COIMATBHBIX CETEH acCOIMAINH

e (CozmaHue 3JIEKTPOHHBIX JIEMOHCTPAIMOHHBIX BEPCUI MaTepHAIIOB JIJIsl KOH(MEpEHIINHA 1
JIPYTUX MEPONPUATHI

e [lnmanupoBanue u mpoBeJeHHE pabOT MO pACHIMPEHHIO W MOJCPHM3ALUU CETEBOM



UHOPACTPYKTYPHI IPEITPUSITUS

e TexHuueckoe 0OCTYKUBAHUE U PEMOHT UH(POPMAIIIOHHBIX CUCTEM ACCOLMAIINH, TTOIICPKKA
ux Oecriepe0OHHON paboThI, BEICHUE COTPYTHUKOB ACCOILUAIINY 110 TEXHUYECKUM acleKTaM
o0opynoBaHUsl.

Hemn pesiteabHoctn OUT

OcnoBHo#i nenbto nestenbHOocTH OUT siBisiercss obecnedueHue WHGOPMALMOHHON OTKPHITOCTH
Accoumanuu, TpeOOBaHHA K KOTOPOW  yCTaHOBJIEHBI 3aKOHOJATENbCTBOM B  oOiactu
camoperyinupoBanusi u ['pagoctpoutensHbiM Koaekcom P®. Drta uenp aeranu3upyercs Ha
cnenyromue HampasieHust OUT: cBoeBpeMeHHOE HH(POPMUPOBAHHUE O NEATEILHOCTH ACCOIMALUT
Ha o¢duuuarbHOM caiiTe AccOLMalK, CBOCBPEMEHHOE HH(POPMUPOBAHHE O JCSATEIBHOCTU
Accoumanuu B oprad Hamsopa 3a CPO crpoureneii (HOCTPOM, PTH), TpeGoBanus K CpoKam
yOIMKaIK, YBEIOMIIEHHUS O KOTOPOM, YCTAaHOBJIEHO 3aKOHOAATEIbCTBOM.

OcHoBubie pynkuuu OUT

OcuoBubie ¢ynkuun OUT (puc.l) BbITEKArOT W3 IeNeH, JOCTHKEHHE KOTOPBIX Tpelyer
3aKOHOJATENBCTBO U JEHCTBYIOLINE BHYTPEHHUE JOKYMEHTBI ACCOLUAIUY.
OUT umeer cBou (yHKIMHU BO BCEX MPOIIECCaxX ACATEIBHOCTA ACCOIMALINH, B TOM YHCIIE:

+ IIponecc nHPOPMALMOHHO-TEXHUYECKOTO 00ECIIeYeHuUs AeATEIbHOCTU ACCOLMalluU
* IIponecc obecnieueHns HHPOPMALIMOHHON OTKPHITOCTH

(Puc.1) Mpouecc ocHoBHOIi KesiTeib HOcTH OUT
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NudopmManmoHHO-TeXHHYECKOEe o0ecnieueHne AesiTeJIbHOCTH

1. Texnmnueckoe obecneyeHne
Ha ceronssmnmii 1eHb TEXHUYECKUN NTAPK KOMIIBIOTEPHOU U OPITEXHUKHU COCTOUT U3 CIEAYIOIIUX
0a30BbIX €IMHUII:

2 cepBepa B peKUME KJIacTepa, UCIOIb3yeMble KaK KOHTPOJUIEP JOMEHA, cepBep 0a3 NaHHBIX,
cepBep MPUIIOKEHUH, CepBep IPABOBBIX CUCTEM
3 cepBepa pe3epBHOrO KOMUPOBAHUSA (CHCTEMa XPaHEHHS JJAHHBIX )

Bbinenennslii  BHpPTyalbHBIM  CEpPBEp, HCIONB3yeMbIi B KadecTBe Web-cepBepa ¢
IIMPOKOIIOJIOCHBIM KaHAJIOM JOCTYIA, YTO HA MOPSAJOK CHHMXKAET BEPOSTHOCTH YAAYHBIX
XaKepCKUX aTak Ha OTKa3 B OOCITYKUBAHUU.

Pabouas cranuus, ucroiib3yemasi B KauecTBe ILIr03a B uHTepHet u firewall

30 pabouux craHIuit
8 npuHTEpOB U3 HUX 5 (MDY)
3 HOoyTOYyKa

2. TlporpammHoOe obecnedeHne

B Accounam/m HCIOJIB3YCTCA TOJIBKO JIMOCH3MOHHOC ITPOrPaMMHOC obecreyeHue.

B 2020 roay nposieBanich JUIIEH3UH HA TPOrpaMMHOeE obecnieueHue Takoe kak,IBM Lotus Dominio

(MCCO). B nacrosimiee Bpemsi B ACCOLMAIIMU UCTIONB3YIOTCS CIEAYIOINE TPOrPaMMHBIE CPE/ICTBA:

MS Windows Server 2016r2

MS Windows Server 2008r2

MS Windows 7/8/10 prof / MS Windows XP

MS Office (Base u Standard) - makeT opuCHBIX TPUITOKSHHI

1C-TIpeanpustue 8.3 - cucrema OyXxraiaTepckoro, HaloroBoro U KaJJpoBoro y4yera
AntuBupyc ESET NOD 32 - anTuBupycHas mporpamma

MS SQL Server 2008 - 6a3a qaHHBIX

IBM Lotus Dominio u 1CButpukc: YrpaBieHue caiiToM - cucTemMa J0KyMEHTO000poTa
1C-butpukc (caiit)

PDF X-Change PRO-IIporpamma asst DIeKTPOHHOTO apxXuBa ¢ moaaepxkoi LT
Koncynperant [Tnroc — MHGOpMamoHHO paBoBasi CUCTEMA.

1C doxymeHT0o000pOT — JIMuHbINi KabuHeT wieHoB Acconnanuu «CaxaaTuHCTPOD)

3. KoHcyJbTanHOHHOE CONP OBOK/ eHHe
B 2020 romy corpymaukun OUT exeqHEBHO MPOBOIMI KOHCYJIBTAI[MH IO BOMPOCAM PadOTHI €
TEXHUYECKMMU M TPOrPaMMHBIMHM CPEJCTBAMHU AJIsi paOOTHHKOB OCHOBHOTO oduca u ¢uimana
Acconumanyi. B 0CHOBHOM MpoBOAMIMCH KOHCYJIbTaluu mo padore ¢ cucremoit UCCO, CO/,
Koncynbrant Ilntoc, mouroBeiMu M 00jauHbiMu cepBucaMu  Accornuanuu, 1C-Ilpeanpusitue u
oducupiM makerom Microsoft.



4. AHAJIHMTHYECKOe COTPOBOKIEHHe

B 2020 rony corpymauku OUT mpoBen aHaauTHYECKyr0 pabOTy MO 3ampocaM MoJpa3eicHul u
pykoBojcTBa Acconnanuu. Ha ocHoBe cBeneHuit, coaepkammuxcs B MHpopMmanmonnoir Cucreme
Camoperynupyemoit OpraHusanuy, MCHOJIB30BATNCH PA3UYHbIC AHATUTHYECKHE MEXaHU3MbI U
GbOopMBbI Ul TIOJIyYEHHUSI OTYETOB, TPEOYIOUIMXCA [Jid BEACHUS MOHUTOPHMHIAa M KOHTPOJIS
nHpopMaluy 0 wieHaX AcCOIUaly U aHaIW3a UX JIEATEIbHOCTH, B CBS3H C 3THUM MPOBOAUIIUCH
nopabotrkn MCCO c¢ menvro pacmmpenus (GyHKIUKA OTYETOB, TaKk jke Obula pa3paboTaHa u
3aroiHeHa HH(GOPMaILMOHHAS CUCTEMA «PEECTp CIEUANNCTOB, TaK ke pa3pabaTsiBaeTcsi uHTepdeiic
1151 pabOTHI C AIEKTPOHHBIM apXUBOM Ha ocHoBe 0a3bl qanHbIX (MCCO)

Pa3pabGorka u conpoBo:KaeHue caiita

B 2020 roay caiit Accouuanuy JONOTHHUIICS HEKOTOPBIM (PYHKIIOHAJIOM, B CBSI3U C U3MEHEHHEM PaOOTHI
MOMCKOBBIX OOTOB, ONITUMHU3UPOBAJICS KaK JIBUYKOK CaiiTa TaK U KOHTEHT, 3TO MO3BOJIWIO HE TEPSITh MO3ULIUN
paHXUpOBaHMS B TIOMCKOBBIX cucTeMax Google u Yandex.

B 2020 caiiT Accounanuu yCcremnrHo npoles MIaHOBYIO U BHE TUIaHOBYIO MPoBepKy PocrexHanzopa.
PocTexnanzop npoBepsu paboTy caifTa, MOJHOTY MPeACTaBICHHOW HH(OPMAIIUU U IPYToe.

Cratuctuka nocemaemocts caiita 3a 2020 rox B mepuoz 01.01.2020 mo 31.12.2020:

[pachuk noceLLaeMocTit o MecALam

19728
18495
17262
16029
147%
13563
12330
11097

9864 — )
E—

HOBKIX MOCETHTENEI

XOCTH

631
7398
6165
4932
3699
2466
1233

fHe e Maor Ano Mait Mkes Mwne Aer Cew Okt Hom ek



Ilnan pa6otsl oTaena UHpopMaInOHHBIX TEXHOJOTHI AcCCOIHAIIUT
«Caxaauncrpoii» Ha 2021 roa

OcuoBubiMu nensimu OUT nHa 2021 ronm ocraercs oOecriedeHne HMHPOPMAIMOHHONH OTKPBITOCTH
Acconmanuu, KoTopas J0JhKHA ObITh oOecrieueHa cTaduIbHOM paboTol 000pyI0BaHHMSI, CETCH U CUCTEM
U CBOEBPEMEHHBIM HH(OPMAIIMOHHO-aHATUTUYECKUM corpoBokaeHueM. CoctaB pabor OUT Oyzmer
3aBHCETh OT YTBEPKICHHOH CMEThI PACXOJ0B Ha HH(DOPMAIMOHHO-TEXHHUYECKYIO ESTEIBHOCTD
Acconmanym.

HNHudopmanuo HHO-Te X HUUECKOe ofecreYeHue Jes TeIbHOC TH

1. IlporpamMHoOe o0ecnedeHne
B 2021 romy mumaHUpyeTCsl MPOAIUTH JIMIIEH3UW MPOrPaMMHOTO OOCCIICUeHUs, B YaCTHOCTH Ha
cucTeMy
ympasienus: caiitom (1C «butpukcy), miatpopmoit MCCO (IBMLotus), anTuBupyCHBIM
obecriedeHueM u mardopmoii KoHcynbTaHT +.

Ha xonenm 2020 roma B IHUpEKIHMH BCE KOMITBIOTEpA OBLINM 3aMEHEHBI HA COBPEMEHHBIE, BCE
000pyI0OBaHUE COOTBETCTBYET COBPEMEHHBIM CTAHIAPTAM.

B cootBercTBHE ¢ moauTHKO# pa3padoTunkoB cucteM 1C B 2021 rogy OyaeT mpo1oiKeHo
B3aMMOJICHCTBHE C YKa3aHHBIMHU NocTaBIuKaMu [10 B paMkax TEXHUYECKOH MOAIEPIKKU U IIPOIICHUS
JIMLEH3UH.

2. PaGoTa ¢ caiiTom
Caiit Acconuanuu BBIIIOJHSAET CBOIO OCHOBHYIO Iefib - oOecredeHue HHGOPMalMOHHON
OTKPBITOCTH
Accoranuu, TpeboBaHMs K KOTOPOH YCTaHOBIJIEHBI 3aKOHOJJATEIBCTBOM B 00JaCTH
CaMOpETyJINPOBAHUS.
Tak-xe BBOIUTCS HOBBIM (yHKIMOHAN ans ynoOctBa UneHoB Acconuanuu ¥ ONTUMHU3ALNN
3aTpaT M HEU30eXKHBIX U3JIEPIKEK.

3. AnmapaTHoe o0ecneyeHne
Texuuueckoe obecrieuenne upekmnu, padboune CTAaHIIMA U MHOTO(QYHKIIMOHAIIBHBIE YCTPOICTBa
HaXOJIATCS
B Y/AOBJIETBOPUTEIBHOM COCTOSIHMHM, IUIAHOBO 3aMEHsieTCsl BbIxogsmiee u3 cTpos. CepBepHas
nHGPaACTPYKTypa HAXOAMUTCA B aKTYaIbHOM COCTOSIHUM, HEKOTOpPbIE MENKHE Y3Jbl OyIyT 3aMeHEHBI
K CepeuHe ToJa, YTO TO3BOJIUT HE OCTAHABIUBATh pabOTy MPEANPUSATHS U TPEIOTBPATUT
notepu wHbopmanuu. Ha ngaHHBII MOMEHT, ceTeBas WH(PPACTPYKTypa MOJTHOCTHIO 3aMEHEHA Ha
HOBYI0, Bce 000pyZOBaHHE OTBEYAET COBPEMEHHBIM CTaHAapTaM Iepeaadn AaHHbIX U OecriepeOoiiHoM
nepeaadn JaHHBIX, YTO TO3BOJIUT OCYIIECTBISATh €XKEIHEBHOE PE3EPBHOE KOMUPOBAHWUE KPUTHUCCKU
BAJKHBIX JITaHHBIX.



